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Background As required by both Section 821 of the Charter of the City of Takoma Park and State 
law, an independent audit is conducted of the City’s basic financial statements on an 
annual basis.  The auditor’s responsibility is to express an opinion on these financial 
statements based on their review. 
 
The Fiscal Year 2014 audit was conducted in accordance with auditing standards 
generally accepted in the United States of America and the standards applicable to 
financial audits contained in Government Auditing Standards, issued by the 
Comptroller General of the United States of America.  Those standards require that 
the auditing firm plan and perform the audit to obtain reasonable assurance about 
whether the financial statements are free of material misstatement.  The audit 
includes examining, on a test basis, evidence supporting the amounts and disclosures 
in the financial statements. The audit also includes assessing the accounting 
principles used and significant estimates made by management, as well as evaluating 
the overall financial statement presentation.      
 
The report of CohnReznick LLP states as follows: 
 
“In our opinion, the financial statements…present fairly, in all material respects, the 
respective financial position of the governmental activities, each major fund and the 
aggregate remaining fund information of the City of Takoma Park, Maryland as of 
June 30, 2014, and the respective changes in financial position and the respective 
budgetary comparison for the General, Speed Camera and Special Revenue Funds, 
for the year then ended in conformity with accounting principles generally accepted 
in the United States of America.” 
 
Management’s Discussion and Analysis and historical pension information 
accompany the basic financial statements.  They are not a required part of the basic 
financial statements but constitute supplementary information required by the 
Governmental Accounting Standards Board. 
 
In accordance with Government Auditing Standards, CohnReznick LLP also issued a 
report on its consideration of the City’s internal control over financial reporting and 
on its tests of the City’s compliance with certain provisions of laws, regulations, 
contracts, grant agreements, and other matters.  The purpose of the report is to 
describe the scope of the firm’s testing of internal control over financial reporting 
and compliance and the results of that testing. It does not constitute an opinion on the 
internal control over financial reporting or on compliance. Given these limitations, 
the auditors did not identify any deficiencies in internal control that they considered 
to be material weaknesses.   The auditor’s tests of compliance did not disclose any 
instances of noncompliance or other matters that are required to be reported under 
Government Auditing Standards. 



 
The City of Takoma Park’s basic financial statements consist of three components: 
(1) government-wide financial statements, (2) fund financial statements, and (3) 
notes to the basic financial statements. 
 
 
The following are some highlights from the FY14 financial report: 
 

 As presented in the government-wide financial statements, the assets of the 
City exceeded its liabilities as of June 30, 2014 by $40,280,334 (net 
position).  This represents an increase of $2,190,889 from the prior year.  
Approximately 26 percent or $569,000 of this amount was due to increases in 
highway user, admission and amusement, and income taxes. Revenues from 
fines and forfeitures increased $329,000. State police aid and County police 
rebates increased $183,000.  Of the City’s total net position, $6,118,342 may 
be used to meet the City’s ongoing obligations to residents and creditors 
(unrestricted net assets). 

 
 As of June 30, 2014, the City’s governmental funds reported combined 

ending fund balances of $14,716,290, an increase of $750,582 or five percent 
from the prior year.  The ending fund balances of $14,716,290 include 
$5,234,114 that is available for spending at the government’s discretion 
(unassigned fund balance). The increase in the combined ending 
governmental fund balances was due primarily to the increase in unexpended 
cable equipment grant funds.   
 

 As of June 30, 2014, the General Fund (the City’s primary fund) had a total 
fund balance of $11,224,045, an increase of $24,906.  The General Fund fund 
balance includes $225,383 which is restricted for street improvements and 
$70,855 which is nonspendable (e.g., deposits and prepaid expenditures).  A 
portion of the General Fund fund balance, totaling $4,554,709 or 41 percent, is 
committed for the following purposes: 

o Equipment Replacement $ 3,360,971  
o Emergency                                          442,437 
o Facility Maintenance                          751,301 

The unassigned portion of the General Fund fund balance as of June 30, 2014 
was $5,234,114. 

 
 The City’s long-term debt decreased by $205,819 during the fiscal year.  The 

decrease was due to the principal payments on existing debt totaling 
$263,500.  This decrease was offset by the $57,681 in compensated absences. 
The City had $3,546,978 in outstanding debt at June 30, 2014. 

Policy Section 821 of the Charter of the City of Takoma Park states, “The financial books 
and accounts of the City shall be audited annually in a manner determined by the 
Council but not contrary to applicable State law.” 

Fiscal Impact None 



Attachments Comprehensive Annual Financial Report for the Fiscal Year Ended June 30, 2014 
 
Independent Auditor’s Report on Internal Control over Financial Reporting and on 
Compliance and Other Matters Based on an Audit of Financial Statements 
Performed in Accordance with Government Auditing Standards 
 
Communication with Governance Letter 
 
Management Letter   
 

Recommendation Staff recommends that the City Council hear the presentation of CohnReznick LLP 
and staff and discuss the City’s Comprehensive Annual Financial Report for Fiscal 
Year 2014. 

Special 
Consideration 
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Independent Auditor's Report on Internal Control over Financial Reporting  
and on Compliance and Other Matters Based on an Audit  

of Financial Statements Performed in Accordance with  
Government Auditing Standards 

To the City Council 
City of Takoma Park, Maryland 

We have audited, in accordance with the auditing standards generally accepted in the United 
States of America and the standards applicable to financial audits contained in Government 
Auditing Standards issued by the Comptroller General of the United States, the financial 
statements of the governmental activities, each major fund, the aggregate remaining fund 
information, the budgetary comparison for the General, Speed Camera and Special Revenue 
Funds of the City of Takoma Park, Maryland, as of and for the year ended June 30, 2014, and 
the related notes to the financial statements, which collectively comprise the City of Takoma 
Park, Maryland's basic financial statements, and have issued our report thereon dated October 
16, 2014. 

Internal Control over Financial Reporting 

In planning and performing our audit of the financial statements, we considered the City of 
Takoma Park, Maryland's internal control over financial reporting ("internal control") to 
determine the audit procedures that are appropriate in the circumstances for the purpose of 
expressing our opinions on the financial statements, but not for the purpose of expressing an 
opinion on the effectiveness of the City of Takoma Park, Maryland's internal control. 
Accordingly, we do not express an opinion on the effectiveness of the City of Takoma Park, 
Maryland's internal control. 

A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to 
prevent, or detect and correct, misstatements on a timely basis. A material weakness is a 
deficiency, or a combination of deficiencies, in internal control, such that there is a reasonable 
possibility that a material misstatement of the entity's financial statements will not be 
prevented, or detected and corrected on a timely basis. A significant deficiency is a deficiency, 
or a combination of deficiencies, in internal control that is less severe than a material 
weakness, yet important enough to merit attention by those charged with governance. 

Our consideration of internal control was for the limited purpose described in the first 
paragraph of this section and was not designed to identify all deficiencies in internal control 
that might be material weaknesses or, significant deficiencies. Given these limitations, during 
our audit we did not identify any deficiencies in internal control that we consider to be material 
weaknesses. However, material weaknesses may exist that have not been identified. 



 

2 

Compliance and Other Matters 

As part of obtaining reasonable assurance about whether the City of Takoma Park, Maryland's 
financial statements are free from material misstatement, we performed tests of its compliance 
with certain provisions of laws, regulations, contracts, and grant agreements, noncompliance 
with which could have a direct and material effect on the determination of financial statement 
amounts. However, providing an opinion on compliance with those provisions was not an 
objective of our audit, and accordingly, we do not express such an opinion. The results of our 
tests disclosed no instances of noncompliance or other matters that are required to be 
reported under Government Auditing Standards. 

We noted other matters that were reported to management of the City in a separate letter 
dated October 16, 2014. 

Purpose of this Report 

The purpose of this report is solely to describe the scope of our testing of internal control and 
compliance and the results of that testing, and not to provide an opinion on the effectiveness of 
the entity's internal control or on compliance. This report is an integral part of an audit 
performed in accordance with Government Auditing Standards in considering the entity's 
internal control and compliance. Accordingly, this communication is not suitable for any other 
purpose. 

 

 

Baltimore, Maryland 
October 16, 2014 



 

1 

October 16, 2014 

To the Honorable Members of the City Council 
City of Takoma Park, Maryland 

We have audited the financial statements of the governmental activities, each major fund, the 
aggregate remaining fund information and the budgetary comparison for the General, Speed 
Camera and Special Revenue Funds of the City of Takoma Park, Maryland (the "City") for the 
year ended June 30, 2014. Professional standards require that we provide you with information 
about our responsibilities under generally accepted auditing standards (and, if applicable, 
Government Auditing Standards and OMB Circular A-133), as well as certain information 
related to the planned scope and timing of our audit. We have communicated such information 
in our letter to you dated August 20, 2014. Professional standards also require that we 
communicate to you the following information related to our audit. 

Significant Audit Findings 

Qualitative Aspects of Accounting Practices 

Management is responsible for the selection and use of appropriate accounting policies. The 
significant accounting policies used by the City are described in the footnotes to the financial 
statements. As described in the footnotes to the financial statements, the City adopted 
Statement of Governmental Accounting Standards ("GASB Statement") No. 67, Financial 
Reporting for Pension Plans in fiscal year 2014.  

We noted no transactions entered into by the City during the year for which there is a lack of 
authoritative guidance or consensus. All significant transactions have been recognized in the 
financial statements in the proper period. 

Accounting estimates are an integral part of the financial statements prepared by management 
and are based on management's knowledge and experience about past and current events 
and assumptions about future events. Certain accounting estimates are particularly sensitive 
because of their significance to the financial statements and because of the possibility that 
future events affecting them may differ significantly from those expected. The most sensitive 
estimates affecting the City's financial statements were: 

Management's estimate of the allowance for doubtful accounts is based on historical 
property tax and storm water utilities revenue, historical loss levels, and an analysis of the 
collectability of individual accounts. We evaluated the key factors and assumptions used to 
develop the allowance in determining that it is reasonable in relation to the financial 
statements taken as a whole. 

Management's estimate of the depreciation expense of assets is based on the estimated 
useful life of the related assets. We evaluated the key factors and assumptions used to 
develop the depreciation expense to determine that it is reasonable related to the financial 
statements taken as a whole. 
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Management's estimate of the accumulated vacation leave is based on payroll reports. We 
evaluated the key factors and assumptions used to develop the unused sick leave to 
determine that it is reasonable related to the financial statements taken as a whole. 

The financial statement disclosures are neutral, consistent, and clear. 

Difficulties Encountered in Performing the Audit 

We encountered no significant difficulties in dealing with management in performing and 
completing our audit. 

Corrected and Uncorrected Misstatements 

Professional standards require us to accumulate all known and likely misstatements identified 
during the audit, other than those that are clearly trivial, and communicate them to the 
appropriate level of management. No such misstatements were detected. 

Disagreements with Management 

For purposes of this letter, a disagreement with management is a financial accounting, 
reporting, or auditing matter, whether or not resolved to our satisfaction, that could be 
significant to the financial statements or the auditor's report. We are pleased to report that no 
such disagreements arose during the course of our audit. 

Management Representations 

We have requested certain representations from management that are included in the 
management representation letter dated October 16, 2014. 

Management Consultations with Other Independent Accountants 

In some cases, management may decide to consult with other accountants about auditing and 
accounting matters, similar to obtaining a "second opinion" on certain situations. If a 
consultation involves application of an accounting principle to the City's financial statements or 
a determination of the type of auditor's opinion that may be expressed on those statements, 
our professional standards require the consulting accountant to check with us to determine that 
the consultant has all the relevant facts. To our knowledge, there were no such consultations 
with other accountants. 

Other Audit Findings or Issues 

We generally discuss a variety of matters, including the application of accounting principles 
and auditing standards, with management each year prior to retention as the City's auditors. 
However, these discussions occurred in the normal course of our professional relationship and 
our responses were not a condition to our retention. 

We noted other matters that were reported to management of the City in a separate letter 
dated October 16, 2014. 
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Other Matters 

With respect to the supplementary information accompanying the financial statements, we 
made certain inquiries of management and evaluated the form, content, and methods of 
preparing the information to determine that the information complies with accounting principles 
generally accepted in the United States of America, the method of preparing it has not 
changed from the prior period, and the information is appropriate and complete in relation to 
our audit of the financial statements. We compared and reconciled the supplementary 
information to the underlying accounting records used to prepare the financial statements or to 
the financial statements themselves. 

Restriction on Use 

This information is intended solely for the use of the Honorable Members of the City Council 
and management of the City and is not intended to be, and should not be, used by anyone 
other than these specified parties. 

Very truly yours, 

 
 
 
Baltimore, Maryland 
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October 16, 2014 
 
 
To the City Council and Management 
City of Takoma Park, Maryland 
 
In planning and performing our audit of the financial statements of the governmental activities, 
each major fund, the aggregate remaining fund information and the budgetary comparison for 
the General, Speed Camera and Special Revenue Funds of the City of Takoma Park, 
Maryland (the "City") as of and for the year ended June 30, 2014, in accordance with auditing 
standards generally accepted in the United States of America, we considered the City's 
internal control over financial reporting (internal control) as a basis for designing our auditing 
procedures for the purpose of expressing our opinion on the financial statements, but not for 
the purpose of expressing an opinion on the effectiveness of the City's internal control. 
Accordingly, we do not express an opinion on the effectiveness of the City's internal control.  

However, during our audit we became aware of several matters that are opportunities for 
strengthening internal controls and operating efficiency. Our comments and suggestions 
regarding those matters are summarized below. This letter does not affect our report dated 
October 16, 2014, on the financial statements of the City. 

1) Network Vulnerabilities 
 

There were several vulnerabilities to the City's network identified which consist of the SCO 
UNIX 5.0.7, SCO UNIX JAVA and Windows XP programs being outdated as well as certain 
other systems and processes, used within the City's network, lacking security features to 
deter attackers. Network vulnerabilities also consist of servers that are not running the most 
current service packs. These vulnerabilities could result in attackers gaining access to the 
City's network causing unauthorized changes to financial information, disclosure of 
confidential information or destruction of programs, data and information.  

 
Managements Response 

 
SCO UNIX, SCO UNIX JAVA, and Windows XP are outdated systems that are currently in 
the process of being transitioned to more updated, and therefore more secure, systems.  
We will move the financial applications to a Red Hat Linux server operating system.  Red 
Hat Linux is a fully supported system that will be able to continually enhance the security 
over the financial applications.  This would be a viable migration path to follow since we 
plan to keep the current financial software in an archival and historical role after we 
implement our new financial system this fiscal year.    

 
The Windows XP computers identified as high risk are scheduled for replacement, and 
most of them have already been replaced.  A few Windows XP workstations remain to 
support legacy applications that currently will not run on later versions of the Windows 
operating system.  One of the XP computers is used to provide reports of incoming and 
outgoing telephone calls.   Telephone call reporting software that runs on Windows 7 will be  
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acquired.  Another computer is only used as part of our facility climate control system.  The 
software is old, vendor specific and limited in its capacity.  We will monitor these 
workstations as we identify compatible software and more updated software. 
 

2) Data Center 
 

The data center, where servers are stored, has a wet pipe fire protection system. If the 
sprinklers were activated it could result in damage to the computer system. 

 
Managements Response 

 
We plan to replace the wet sprinkler system with a dry sprinkler system that is appropriate 
(e.g. a heavy gas sprinkler system) for the data center during this fiscal year. 
 

3) Network Passwords 
 

On the SCO UNIX system, passwords do not expire and are not required to be at least 
eight characters in length. These characteristics increase the chance the password can be 
cracked and the risk of unauthorized change, destruction or disclosure of information.  

 
Managements Response 

 
The SCO UNIX system cannot be set to automatically expire passwords; however, 
password management can be configured on the workstations.  We will complete password 
management on the network and workstations used by staff before the end of the calendar 
year.  We will require passwords to be at least eight characters in length. 

 
4) Audit Logging 
 

On the SCO UNIX financial server, audit logging and time stamping is not enabled. If audit 
logging is not enabled then unauthorized activity may not be detected in a timely manner 
and in the event of a breach the City may lack evidence to investigate and take legal action 
against the guilty party. Without the time stamp function it is difficult to establish the timing 
and sequence of an attack across multiple machines and makes forensic auditing difficult.  

 
Managements Response 

 
We have enabled audit logging on the current financial server. The migration to the Red 
Hat Linux operating system will permanently address this vulnerability. 

5) Managements General Comments 
 

Although we view the recommendations provided as improvements to our Information 
Technology ("IT") internal control environment, we believe that processes currently exist 
that would mitigate the potential of unauthorized external access to our systems.  Our 
applications are fully isolated within the Local Area Network ("LAN") environment with the 
use of edge firewalls and other secure best practices.  In addition, our workstations have 
the most current virus protection.  Those items listed as recommendations would be further 
improvements upon the base level of security which currently exists within our existing IT 
environment. 
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The City's written responses to the control deficiencies identified in our audit have not been 
subjected to the audit procedures applied in the audit of the financial statements and, 
accordingly, we express no opinion on them. 

We will review the status of these comments during our next audit engagement. We have 
already discussed many of these comments and suggestions with management, and we will 
be pleased to discuss them in further detail at your convenience, to perform any additional 
study of these matters, or to assist you in implementing the recommendations. 

Sincerely, 
 
 
 
 
Baltimore, Maryland 




